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Hacrosmum OG111ecTBO ¢ OrpaHUYCHHON OTBETCTBEHHOCTHI0 MUKPOKPEIUTHAS KOMITAHUS
«TEPUTEJIN» (OI'PH: 1187847178551 UHH: 7817081296) noBoaut no cBeaeHus KnueHTos
PEKOMEHIAIMH TI0 3aluTe WH(HOPMAIIUK OT BO3JCHCTBHSI MPOTPAMMHBIX KOJOB BO HCIIOJTHCHHE
[Tonoxenus banka Poccun ot 20.04.2021 Ne 757-I1 «O6 ycraHOBIEHHH O0OsI3aTEIbHBIX IS
HEKPEIUTHBIX (PMHAHCOBBIX OpraHM3alUil TpeOOBaHWN K OOECIIEUEHHUIO 3alIUThl WH(OpMAUU
MIPU OCYIIECTBICHUH ACATEIHHOCTH B cepe (MHAHCOBBIX PHIHKOB B IEJSAX MPOTHBOACHCTBUS
OCYIIECTBIICHUIO HE3aKOHHBIX (DMHAHCOBBIX ONEPALIUAI».

! Bpeoonocuvie npozpammol

BpenonocHas mnporpaMMa — 3TO IpOrpaMma, HaHOCAIIAs BpeJ MOOWIbHOMY
YCTPOHCTBY/KOMIIBIOTEPY WJIM WHBIM YCTPOHCTBaM (Jajee — yCTpOICTBa), Ha KOTOPBIX OHAa
3aI1yCKaeTCsl.

BpenoHocHble IporpaMMbl CIIOCOOHBI CaMOCTOSATEIBHO (TO €CTh 0€3 BeoMa Bilajeliblia
YCTPOMCTBA), CO31aBaTh CBOM KOIIMU M PACIPOCTPAHATh UX PA3JIMYHBIMU CIIOCOOAMH, YTO MOXKET
IPUBECTH K MTOJIHOMY pa3pyIIeHUI0 HHPOPMAIUH, XpaHsIIEHCs Ha YCTPOCTBE.

! AHmueupycHuvle npozpammbl — 27148HbLE 3AULUMHUKL

AHTHBHpYCHBIE TIPOTPAMMBI — OCHOBHOE CpEACTBO OOpHOBI € BPEIOHOCHBIMHU
nporpaMMaMu. YCTaHOBUTE COBPEMEHHOE JIMIICH3MOHHOE aHTHUBUPYCHOE MPOrpaMMHOE
o0ecrieyeHne, OCYIICCTBIAIONIEE MOCTOSHHBIM KOHTPOJb 32 KOMIBIOTEPOM H MOOHMIBHBIM
ycrpoiictBoM. [lepuoamuecku 3amyckaiiTe MOJHYIO TPOBEPKY KommbioTepa. PerymspHo
OOHOBIISTHTE AaHTHBHPYCHBIE MPOTPAMMBI JIHOO pa3periaiiTe aBTOMaTHYECKOe OOHOBIICHUE IPH
3arpoce MporpaMMmsl.

Cooduiaem, Uumo nomMumo _00pb0vl ¢ _UMEOUUMUCA _8PEOOHOCHLIMU _NPODAMMAMU,
AHMUGUPYCHL HOCAmM _euwie U npoduiakmuueckuil XapaKmep, 3auiuuian ycmpoicmea om
HPOHUKHOGEHUS 8 HE20 8PEOOHOCHOU NPOPAMMDbL.

| Ionvza pecynapuvix ooHos1CHUT

YcTanaBiuBalTe HOBBIE BEPCHUH ONICPALNUOHHBIX CUCTEM U CBOCBPEMCHHO YCTaHaBHHBaﬁTe
OOHOBJIEHHSI K HHM, YCTpaHAWOIINE OOHapyXeHHble OmuOKu. PerynspHo oOHOBIsAHTE
MOJIb30BaTEILCKOE MPOrPaMMHOE o0eciedeHue Jjist padoThl B CETH, TAKOE KaK HHTEPHET-Opay3ep,
yCTaHaBJIMBasl camble MocieaHue oOHoBieHUs. Ilomnume, umo 00H081eHUA ONEPAUUOHHBIX
cucmem pazpadamovlearOmcs ¢ y4émom Ho8blx 6UPYCO8.

| ITposepsiime enoev nonyuennsie ghaiivt

Byabre oOuYeHb OCTOPOXKHBI MpPH MOJYYEHUU COOOLIEHUN C (aiiaMu-BIOKEHUSIMHU.
Obparmaiite BHUMaHue Ha pacuipenue ¢aiia. BpegoHocHsle ¢ailiibl 4acTO MaCKUPYIOTCS MOJ
0ObIuHbIe Tpaduueckue, ayauo u Buaeo ¢aiisl. s Toro, 4To0bl BUAETH HACTOSIIEE paclIMpEeHUe
daiina, 0643aTeNbHO BKIIOUUTE B CUCTEME PEXKUM OTOOpaskeHHs! paciupeHuil (aiinos.

[Tono3putenbHble COOOIIEHUS JTy4llle HEMEUVIEHHO YAalusaTh. IIpu OTKPBITUM CCHUIOK,
MIOJIyUYEHHBIX IO JJIEKTPOHHOW IOYTE WJIM MECCEH/KEPAX, CKONMMPYWTE CCBUIKY, BCTABbTE B
aJIpECHYI0 CTPOKY HCIIOJIB3yeMoro Opay3epa M yOeauTech, YTO aJpec COOTBETCTBYET
uHTepecywuiemy Bac pecypey.

Huxorma He ycraHaBmuBaiiTe W HE COXpaHsiTe 0€3 NpenBapuUTEIbHON MPOBEPKHU
AHTUBHMPYCHON TNporpamMmoi (paiibl, MOJydeHHBIE U3 HEHAJIeKHBIX MCTOYHHMKOB: CKauaHHBIE C



HEU3BECTHBIX Web-CaliTOB, MPUCIAHHBIE IO JJIGKTPOHHOW IMMOYTE W TOJYYEHHBIE U3 HHBIX
UcTOoUHUKOB. Ilo0o3pumenvnuie dhaiiant ayuwe nemeorenno yoaramo. Ilpoeepaiime ¢ce Hogvle
daiinvl, coxpansaemvle Ha Komnvromepe. lleprouyecku MPoBEPSITE KOMIBIOTEP MOJIHOCTHIO.

! Pecynapuo nposepsiime ycmpoiicmeo u o0yovme 60umeibHol NPU_«BCHAbIEAIOUUX OKHAX

I1o BO3MOXKHOCTH HE COXPAHSIMTE B CUCTEME NIAPOJIU U EPUOJUYECKUA MEHANTE HX.

[Tpu monmyueHnn U3BEIICHNI O HEIOCTaBKe MMOYTOBBIX COOOLICHUIT 0OpamialiTe BHUMaHNE
Ha TPUYMHY M, B Cllydyae aBTOMATUYECKOT'O OMOBEIICHHS O BO3MOXHOH OTIpaBKe BHpYyca,
HEMEIJICHHO NPOBEPSITE YCTPOHCTBO aHTHBUPYCHOW HMPOTrpaMMOil Ha HAJIMYME BPEIOHOCHBIX
IPOTPaMM.

[Tpu ucnonp3oBaHMK Opay3epa He MEPEXOANTE 10 CChUIKE U HE HAKMMAKTE Ha KHOIIKU BO
BCIUTBIBAIOIINX OKHaX. Crapaiitech n30eratb CaiiToB, KOTOPbIE MOTYT UMETh HE3aKOHHOE W/HITU
BpEIOHOCHOE coaepykanue. [IpoBepsaiiTe Bce cheMHBIE HOCHTENW MH(OpMALUHU 10 Hayaja UX
UCTIONB30BAaHUS (TaKMEe HOCHUTENIM MOTYT IE€PEHOCHTh C OJHOrO YCTPOWCTBA Ha JApYroe
BPEIOHOCHBIE IporpamMMel). M30eraiiTe ncnoinp30BaHKs IPUBUICTHPOBAHHBIX YYETHBIX 3aIHCEH
(Hanpumep, AJIMUHUCTpPATOp) IS €XKEIHEBHOIO HCMOJB30BaHUSA. JIJsi  BBINIOJIHEHHS
OOJIBIIMHCTBA OIEpaIMid JOCTATOYHO MPaB OOBIYHOTO IMOJIb30BaTelsl. [lepronuyecku ynansiTe
IIPOrpaMMHO€E 0OecrieyeHne, KOTOpoe O0JIbIIe HE HYKHO.

! Pe3epernoe konuposanue Kaxk zapanmus 6e30nacHocmu

PerynspHo BBINONHSANTE pe3epBHOE KONMUpPOBaHUE BakHOU nH(popmarmu. [Toarotroere n
MMENTE B IOCTYITHOM MECTE CUCTEMHBIN 3arpy304HbIN TUCK. B ciydyae mogo3peHus Ha 3apaxeHue
KOMIIbIOTEPA BPEJOHOCHOM IIPOrPaMMOM 3arpy3UTe CUCTEMY C JUCKA U IPOBEPHTE AHTUBUPYCHOU
IIPOrpamMMoi.

| Taxmuxa 60pbobl ¢ 8PEOOHOCHBIMU RPOZDAMMAMU

BpenonocHble mporpaMMbel TPEACTaBISIOT CO00H (haiibl, KOTOpble CpadaThIBAIOT TPHU
aKTUBHPOBAHUU Ha yCTpoicTBe. TakTHKa O0pHObI ¢ HUMHU IOCTaTOYHO MPOCTA:

a) He JIONyCKaTh, 4TOOB! BPEJOHOCHBIE IIPOrpaMMBbI IIonaiainy Ha Baie yctpoiicTo;

0) ecnu oHM K BaMm Bce-Taku nomasu, HU B KOEM ClIydae He 3alyCKaTh MX;

B) €CIIM OHU BCE )K€ 3aIyCTHJINCh, TO HPUHATH MEPHI, YTOOBI, IO BO3MOXKHOCTH, OHH HE
npuauHWIM ymepoa. Camblil QelicmeeH bl CnOCo0 02padums onm_8Pe0OHOCHBIX NPOZPAMM _C80U
HOUMOGHI AWUK U UHbIE CPEeOCHEa NOJIYYEHUA COOOUICHUTl — 3anpemumy npuem cooouienuil,
Co0epAHcauiux UCHOIHACMbLE 8JI0NHCCHUS.

| Pacuuupenue ghaiina — ymo sasxicro!

ITomHuTE, 4TO B MHPOPMALIMOHHO-TEIIEKOMMYHHUKAIIMOHHON ceTH «HTepHEeT» AelCTBYyeT
MHOECTBO MOILIEHHHKOB U MPOCTO XYJIMTAHOB, KOTOPBIE CO3/IAl0T U 3aIyCKAIOT BPEIOHOCHBIE
nporpammbl. Eciu  Bawe ycmpoiicmeéo _nodeéepzanocv 3apajceHur), peKkomeHoyemcs
obpamumoca K _Kealu@UUUPOBAHHbIM _CHEUUATUCIAM, A TAKKE CMEHUTh Mapoid OT
MOOWJIBHBIX TPHIJIOKEHUH (B TOM YHCIE, T7Ie BO3MOXHO COBEpLIaTh ()MHAHCOBBIE OIEPALUH),
JJNIEKTPOHHOU NOYTHI, YYETHBIX 3aIMCEH B COLMAIBHBIX CETAX U T.II. C TOMOLIBIO HE 3apaKCHHOIO
YCTPOMCTBA.




I Mepot npu ymepe unu xuwenuu ycmpoiicmaa

IIpn yrepe mnm xuiueHuu Bamiero ycTtpoicTBa, ¢ KOTOPOIO OCYIIECTBIISIICA BXOJ B
JMYHbIE KaOMHETh! HEKPEIUTHBIX (PMHAHCOBBIX OPraHU3aLUi Ul OCYLIECTBICHUs (PUHAHCOBBIX
orepanuii, HeOOXOIUMO OOpaTUTHCS B YKa3aHHBIC OpPraHU3aLUUU IS OJOKHUPOBKH JIMYHOTO
KaOMHeTa ¢ yKa3aHUEeM IPUYMHBI OCYIIECTBIECHUS TAKOH OJOKMPOBKH.

| Tonoanumenvnoie pexomendauuu no 6e30nacHomMy UcnoAb306AHUIO MOOUTLHBIX
RPUTIOHCCHULL

+ VcTaHaBIuBaliTe NPWIOKEHHE WMCKIOUYUTENBHO 10 CChIIKAM B  aBTOPU30BAHHBIX
marasuHax npuiaoxenuii (App Store wiu Google Play).

% PeryiaspHO ycTaHaBIMBaiTe OOHOBJIECHUS OE30MACHOCTH s OIEPALIMOHHON CHCTEMBI
BaIlIero MOOMIILHOTO yCTPOMCTBA.

% lcnonb3yliTe JIMIEH3UMOHHBIE, IIOCTOSHHO OOHOBIISIEMBIE CDPEJICTBA AHTUBMPYCHOM
3alLUTHI.

+ lcnons3yiitTe cpeicTBa OJOKMPOBKM BXOJa Ha Baiie MoOWiIbHOe ycrpoiictso (Ilapois,
[Tun-kon, TouchlID, FacelD u unsie).

+ Hukxomy He cooOLIaiiTe Maposb Ajis A0CTyNa B MPUIOKEHUE U OJHOPasoBbIi SMS-koj
MOATBEPKCHUS ONEPALUK.

+ He xpanure maposb s JOCTyNa B NPHUIOKEHHE Ha CBOEM MOOMIILHOM YCTPOMCTBE B
OTKPBITOM BHJIE.

+ Eciu y Bac ecTh NOJO3PEHME, YTO BAIM PEKBHM3UTHI JOCTYIA B MPUIOKEHUE CTAIH
U3BECTHBI TPETBhUM JIMIAM, 3a0JIOKUpPYHTE yCTpOMCTBAa M HE3aMEJIUTENbHO OOpaTUTECh B
KJIMEHTCKYIO NMoaaepxKy Ob1ecTsa.

+ 3aepmiaiite ceanc paboThl B IPHIIOKEHHUH CPa3y MOCIIE MIPOBEIEHHS BCEX HEOOXOMUMBIX
orepanuil mpyu NOMOIIH KHOMIKHA «BBIxom.

*+ B ciydae moTepu WM XUIIEHHS BAaIero MOOWIIBHOTO YCTPOWCTBA HE3aMENIUTEIBHO
cooOuTe 00 3TOM B KIIMEHTCKYIO NMoAaepxkKy O01ecTBa.

+ He mocemaiiTe ¢ MCIOIB30BaHMEM MOOMIILHOTO YCTPOMCTBA, Ha KOTOPOM YCTaHOBJIEHA
KJIMEHTCKAs 4acTh MIPUIIOKEHUS, CAUTHI COMHUTEIIBHOTO COAEPKAHUS.

+ He ycranasnusaiiTe Ha MOOMIBHOE YCTPOMCTBO, HA KOTOPOM HCIOJIB3YETCS KIMEHTCKAS
4acTh ~ NPUJIIOXKEHHs,  NporpaMMHOEe  OOecledeHHe  HEM3BECTHBIX  pa3pabOTUYMKOB,
pacnpocTpaHsieMoe U3 CTOPOHHHUX HCTOYHUKOB (MaJOM3BECTHBIX CEPBHCOB PACIpPOCTPAHEHHUS
MPUIIOKEHU ).

+ He ucnonp3yiiTe NpUIOKEHHE HAa MOOMIBHBIX YCTPOMCTBAX, CUCTEMHAs MPOrpaMMHast
4acTh KOTOPBIX IMOJBEPTIach MOIU(DHUKAIINN, HECAHKIIMOHUPOBAaHHOUW Tporieaypam «Jailbreaky,
noiay4deHuto «Root» - mpaB, pa3OIOKMPOBKE 3arpy3uuka, YCTAaHOBKE BEpPCHIl ONEepariMOHHBIX
CUCTEM OT Heo(ULIHaTbHBIX pa3pabOTUUKOB).

£ [Ipu OTCYTCTBHM HEOOXOMMMOCTH, HE HCIHOJIBb3YHTE MPUIOKEHHE I COBEPIIEHUS
orepanuii o cueTy UM COBEPLICHUS UHBIX IOPUANYECKU 3HAUMMBIX JEHCTBHUI pU MOAKIIOUEHUN
tesneoHa Kk myonnyHbIM cetsim WiFi.

JlonmoHUTEILHO cOoO00ImaeM, 4TO HACTOSAIIMEe PekoMeHOaluu HOCAT JUCIIO3UTHBHBIN
MH(OPMaLIMOHHBIN XapaKTep U MPU3BaHbI JOHECTH /1a cBeAeHus KineHTos:

nHpOpMaAIIUIO O Mepax MO TMPEAOTBPAIIEHUIO HECAHKIMOHHUPOBAHHOTO JIOCTyMa K
3alUIaeMoi uHpopmaluu, B TOM YHCIIE PU yTparte (MoTepe, XUIIEHUH ) KIIMEHTOM YCTPONCTBA,
C UCIIOJIB30BAHUEM KOTOpOFO nm COBepI_Ha.III/ICB ﬂeﬁCTBHH B [CJIAX OCYH_IGCTBJIGHI/ISI q)HHaHCOBOP'I
oreparuy, KOHTPOIIO KOH(UTypaluu YCTPOWCTBA, C HCIOJB30BAHHEM KOTOPOTO KIHMEHTOM
COBEpILAIOTCS JCUCTBHUS B LEJAX OCYILECTBICHHUS (PMHAHCOBOW ONEpaluy, U CBOEBPEMEHHOMY
0OHapyXEHHUIO BO3ACHCTBHSI BPEJOHOCHOTO BPEAa;



MH(OPMALIMI0O O BO3MOXKHBIX PHUCKAX MOJYyYEHHUS HECAHKIMOHMPOBAHHOTIO JOCTyMa K
3amuUIaeMol WHPOPMAIMK C IIEJBI0 OCYIISCTBICHUs (DMHAHCOBBIX ONEpaluil JUIaMu, HE
00Ja/1al01MMHU TIPAaBOM Ha OCYIIECTBJIIEHUE TaKUX OIEPALUM.



